November 12, 2026
Notification of Fraudulent Website

Hong Kong Interbank Clearing Limited (HKICL) would like to alert Members and FPS
Participants to a fraudulent website (tk.f2g4h.cn) purported to be from HKICL. The fraudulent
website imitates as “Buyer Online Protection” to provide services including 1) refund to buyer, 2)
unauthorised online transaction reporting, and 3) online transaction support, for online transaction
over FPS payment. In addition, it also tricks users into providing bank name, bank account number
and bank account holder’s name to top up and withdraw money from its platform’s virtual wallet.
Further, it directs users to a fraudster impersonating as customer service personnel.

HKICL would like to remind its members and the public that it has no connection with the
fraudulent website involved. Please be advised not to access nor provide any information on this
fraudulent site.

Below is the screen capture of the landing page of the fraudulent website:

tk.f2g4h.cn
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Please also be reminded to ensure you are connected to the valid HKICL sites. The valid website
addresses are https://www.hkicl.com.hk and https://fps.hkicl.com.hk.



https://www.hkicl.com.hk/
https://fps.hkicl.com.hk/

